elDAS Certificates
from Sectigo

elDAS (electronic IDentification, Authentication and trust Services) is an EU
regulation for electronic transactions in the European Single Market. Sectigo
provides a range of products under the elDAS regulation including certificates
and timestamps. Certificates can be used to generate signatures and seals
that ensure the legality of electronic transfers between citizens, businesses

and government authorities across European Union markets. elDAS certificates
provide trusted assurance of authentication for electronically transmitted
documents by validating author and document.
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These certificates enable individuals and organizations (depending on the type
purchased) to electronically sign or seal PDF and other documents in compliance
with the elDAS regulation. The certificate verifies the signatory’s identity and
authenticity of the document. The elDAS regulation provides a recognized
standard and chain of trust. It is primarily used within the European Union.

Sectigo provides the broadest range of elDAS products to support the needs of
individuals, businesses and government entities, providing a single trusted source
for digital identity needs. Sectigo's local presence in many countries throughout
the world enables it to more easily deliver eIDAS products where they are needed.

Qualified elDAS signatures provide a higher degree of assurance and can hold
the same legal effect as a handwritten signature. It requires a qualified certificate
stored on a qualified signature creation device and must be issued and managed
by a Qualified Trust Service Provider.

Qualified certificates from Sectigo enable individuals and organizations to sign or
seal documents and meet elDAS requirements.

ECTIGO
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Trust Service Provider
of elDAS products
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elDAS Seals & Signing certificates provide the following features:

v Compatibility with a range of signing solutions including Adobe products

v Support for authenticity and non-repudiation for the lifetime of the document

v Sectigo is an accredited Qualified Trust Service Provider under elDAS regulations

v SHA-2 Signing and 2048-bit encryption for enhanced security

v Certificates for qualified signatures and seals are provided on a secure USB token

v Qualified Certificates issued to individuals can also be used for signing emails

v elDAS Seal Certificates issued to legal persons can also be used for code signing

Sectigo provides elDAS certificates for :

Individuals

Advanced and Qualified Electronic Signatures commonly
used for personal identification, tax filing, and government
requirements. Qualified Electronic Signatures are in the name
of an individual and have the same legal effect as handwritten
signatures.

Organizations
Advanced and Qualified (QSCD) Signatures and Seals for

Employees and Organizations. Used for calls for tender, business

documents, automated processing and more.

elDAS Products

Sectigo provides a broad range of eIDAS products including:

O Signatures and Seals

: elDAS compatible document signing and sealing certificates
provide trusted assurance of authentication for electronically
transmitted documents by validating author and document.

Qualified Website Authentication Certificates (QWAC)
QWACs attest to the fact that behind a website or server there is
a natural or legal person identifiable by trustworthy information.
The certificates encrypt data using encryption and algorithms
and provide extended validation to identify EU organizations or
individuals to users.

PSD2 Certificates
PSD2 is a regulatory framework to ensure that payments
across the EU are secure, easy, and efficient. PSD2-compliant
certificates can only be issued to legal persons that have a
PSD2 authorization number as issued by a National Competent
Authority (NCA).

elDAS requirements can be confusing both in terms of the
certificates required and how they are employed to meet specific
needs. Sectigo has many years of experience in specifying and
applying elDAS certs and can provide assistance to individuals and
enterprises in finding the correct solutions.



PSD?2 Products

Sectigo provides PSD2 certificate products for financial organizations. These
products include:

PSD2 Seals for Organizations

PSD2-compliant qualified and advanced seals—for banking
entities, third-party payment providers and other financial
organizations that need to comply with PSD2.

PSD2 QWAC Certs

PSD2-compliant QWACs—TLS/SSL certificates that encrypt
sensitive data and authenticate banking entities, third-party
payment providers and other financial organizations for trusted
electronic transactions on websites.

Whatever your application or requirements, Sectigo will help you choose the
right certificate type for your purposes. For more information on elDAS certs

from Sectigo, please visit the Sectigo website or contact your local sales or

partner representative.

Sectigo is a leading cybersecurity provider of digital identity solutions, including TLS / SSL
certificates, DevOps, 0T, and enterprise-grade PKI management, as well as multi-layered web
security. As a large global Certificate Authority (CA) with more than 700,000 customers and
over 20 years of online trust experience, Sectigo partners with organizations of all sizes to
deliver automated public and private PKI solutions to secure web servers and user access,
connected devices, and applications. Recognized for its award-winning innovation and best-
in-class global customer support, Sectigo has the proven performance needed to secure the
digital landscape of today and tomorrow.
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